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Abstract

Oscilloscopesindtheir cousins)ogic analyzes, are the
toolsof choicefor dif cult electionichardwareproblems.n
thehandsof a skilledengineelor technician,thesgoolscan
beusedto solvestubbornproblems.Thekey to the utility of
oscilloscopess the depthof detail they provide and their
e xibility, which allowsthelevel of detail to be adjustedto
t thetaskat hand.

Distributed applications,which run on computingclus-
tersandcomputationabrids, are alsocomplecanddif cult
to tame We needtoolsto undeistandtheir compleitiesand
theability to choosehelevelof detailto t thetask,whether
thetaskbe delugging, tuning, monitoringor contmolling.

The MAGNET UserSpaceEnvironment(MUSE) has
beendesignedas a “software oscilloscope”for computing
clustes andcomputationabrids. It is a toolkit for applica-
tions and developes to obtain detailedinformation about
the ervironmenton the host. Theinformationcan be used
on-line or savedfor off-line analysis. It haslow overhead
and allowsthe level of detail to be adjusted.Furthermoe,
MUSE monitors without requiring the modi cation or re-
linking of applications.It hasbeendesignedo maleit easy
to develop“adaptive applications”—applicationsthatare
aware of their environmentand canadaptto changes.

1 Intr oduction

Many contemporanarchitecturegor high-performance
computingarebuilt from commercialoff-the-shelf(COTS)
componentsin order to leveragethe rapidly increasing
performanceand decreasingcost of consumerhardware.
Clustersof (high-end) consumercomponentsconnected
with (near) commaodity networks and programmedin a
message-passirgyle are the scienti ¢ workhorsesof to-
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day. Thenext, or meta,level in high-performanceomput-
ing is to view powerful clustersconnectediy a wide-area
network, suchasthe Internet,asa computationatesource.
Suchsystemsare called computationabrids. Yetin spite
of dramaticincreasesn computationapower affordedby

sucharchitectureswriting, deluggingandtuning parallel

applicationgemainsa painful task.

A large partof the problemstemsfrom the highly asyn-
chronousnatureof distributed computations Applications
written to take advantageof large numbersof CPUsmust
overlapcomputationrand communicatiorin orderto effec-
tively useavailableresourcesNot surprisingly the causes
of performanceroblemsin distributedapplicationsareof-
ten distributed and henceextremely dif cult to identify
without a global knowledgeof executionhistory. Further
more, the causesare often subtleissuesof timing which
male accurateglobal historiesmore important. Yet accu-
rateglobalhistoriesareverydif cult to obtain. A meandor
monitoringdistributedapplicationsandthe hostson which
they runis needed Furthermoreglobal historieswill need
to be Itered to only containeventsof interest,or they are
likely to becomaunmanageable.

Monitoring frameworks for collecting and presenting
signi cant eventsin thelife of adistributedcomputatiorare
beingdevelopedaspart of, or in conjunctionwith, frame-
works for writing suchapplications. (This is particularly
true of computationagridsdueto theirincreasedcomplex-
ity.) As an example, NetLogger[9, 19,20] and Autopi-
lot [14, 15] are both monitoring framewvorks which work
well with the Globus[7] computationagrid toolkit.

Oneof the challengedacedby monitoringframeworks
is the selectionof an appropriatelevel of detail at which
to identify a problem. For example, it is sufcient to col-
lect a periodic heartbeatfrom nodesin orderto monitor
the availability of computingresourcesn a computational
grid. If, however, theproblemis low performanceausedy
poorly timed arrivals of messagegjetailsconcerningnes-
sageatrrival times are required. Perhapshe performance
problemis dueto increasedateng causedy messagear
riving while theprocesgor whichthey areintendeds wait-
ing for its next timeslice. In generalit is dif cult to know
beforehandvhatlevel of detailis requiredto diagnoseand
solve a particularproblem. Not only is sufcient detailre-



quired, but problemscould be identi ed and solved much
morequickly if theamountof detail could be variedon the
y.
We have developeda tool, which we call MUSE—

MAGNET UserSpaceEnvironment— thatallows the on-

line monitoringof nodesof a computingclusteror compu-
tationalgrid. TheinformationavailablethroughMUSE can

betunedto provide just theright level of detailfor the task
at hand,whetherthat task be dehugging, tuning or status
monitoring? Furthermore MUSE can be usedto support
the developmentof “adaptive applications™— applications
thatareawareof theernvironmentin whichthey executeand

canadapttheir behaior basedn thatawareness.

As an example of an adaptve applicationthat MUSE
facilitates, considera distributed visualizationtool which
steerghroughalargedataset. Theapplicationconsistof a
renderewhichis co-locatedvith thestoreddataataremote
site and a userinterfacewhich executeson the scientists
workstation.Whenthe availablebandwidthis plentiful, the
renderercansendraw framesto the userinterfacefor dis-
play. This providesthemaximumresolutiorto thescientist.
If the network becomescongestedhowever, the renderer
canreducethe framerate or compresghe datato provide
betterresponséimes. Thekey capabilityneededo respond
appropriatelyis for theapplicationto know whatbandwidth
is availablefrom thenetwork. MUSE is designedo provide
suchinformationto applications.

2 Designof MUSE

As thename“MA GNET UserSpaceEnvironment”im-
plies,MUSE providesanernvironmentfor userspaceappli-
cationsto make corvenientuseof thewealthof information
whichthe MAGNET toolkit [5, 6,10] exportsfrom the op-
eratingsystemkernel. It was designedo consolidatethe
functionsof event Itering andinformation synthesisinto
onecomponentmagnetd . The resultinginformationcan
be savedto disk for later analysisor sentto (multiple) ap-
plicationsfor immediateuse. Thus, MUSE providesthe
infrastructurefor detuggingor tuning systemperformance,
monitoring computingclustersor computationalgrids, or
building adaptve applications.

In the following sub-sectionsye presentthe architec-
tureof MUSE andits maincomponentmagnetd , thende-
scribehow magnetd Iters eventsand synthesizesnfor-
mation. Finally, we describenow magnetd supportauser
de ned extensionsthroughthe use of dynamicallylinked
datahandlers.

2.1 magnetd

Figure 1 shavs the architectureof MUSE. The main
componentof MUSE, magnetd , is designedas a multi-
threadeddaemonprocesswith two main threadsof execu-
tion. The rst, calledthedatacollectionthread,is responsi-

Linitial feedbackrom endusersindicatesthatclusterervironmentsre-
quire ner granularitythangrid environments.

MUSE

T J Master Server
*
* ! Server h
Application x : Data Collection
*
Monitor | | Server

Kernel

Application

Monitor

magnetd

x l MAGNET
‘\/’

Figure 1. Architecture of MUSE

ble for extractingeventrecordsfrom the MAGNET kernel
buffer andprocessinghem. The secondthe mastersener
thread listensfor commandconnectiongrom clientsinter-

estedn obtaininginformationfrom magnetd andcreating
senerthreaddo servicetheir requests.

Although clients can requesta copy of the MAGNET
event stream,it is more ef cient for mostapplicationsto
requesthe subsebf eventsthatthey nd interesting.This
greatlyreducesheamountf informationapplicationsieed
to processand also minimizesthe amountof communica-
tion required.

To emphasiz¢heneedfor Itering, we have seenMAG-
NET traceratesashigh as1.76 million eventrecordsper
second(33.6MBps, whereMBps = bytesper second)
dependingon the hostand con guration. A single copy
of the event streamsentto a remoteapplicationcould eas-
ily consumea 100Mbps Ethernetconnection Filtering the
event streambeforesendingit to applicationsreduceshe
costof communicatiorand consolidateghe Itering code
for all applications. Functionswhich performthis service
arecalled lter s.

After the event streamis Itered, the remainingevents
can be synthesizedinto application-speci cinformation
throughthe useof datahandles. Handlersmay perform
arbitrarycomputationdut shouldbe aslightweightaspos-
sible sincetime-consumingomputationsarelikely to per
turb the phenomendeing monitoredand will reducethe
time available for other handlers. Usedjudiciously, how-
ever, handlerdurtherreducethe amountof communication
andsimplify applicationprocessing.

Clients communicatewith magnetd by sendingre-
gueststo the mastersener threadusing UNIX or TCP/IP
soclets. Local (UNIX) connectionsareusefulfor applica-
tions, runningon the samehostasmagnetd , to querythe
stateof the host. Remote(TCP/IP) connectionsare useful
for themonitoringof computingclustersandcomputational
gridsby middlewareor by the distributedapplicationitself.



struct
struct

RECORD;
count;}  DATA;

typedef
typedef

magnet_data
data {int

int  help(int rsize, char *rstr) {
strncpy(rstr, "counts  events",
return  NO_ERROR;

}

int create(void *args, void
void **filters) {
*data = malloc(sizeof(DATA));
if ('"*data) {return MEM_ERR;}
((DATA *) *data)->count =0
return  NO_ERROR;
}

int  destroy(void
free(*data);
return  NO_ERROR;
}

int  process(void **data,
((DATA *) *data)->count++;
return  NO_ERROR;

}

int  query(void **data,
int size, char
snprintf(result, size,
((DATA *) *data)->count);
return  NO_ERROR;
}

rsize);

**data,

**data) {

RECORD*record) {

*result) {
"event count %d",

Figure 2. A Handler that Counts Events

Using the commandconnectiona client createsa han-
dler to synthesizeparametersf interest,suchasmeasured
bandwidth. It alsoadds lters to restrictwhich eventsare
usedto computethe parameters. The client also starts,
stops,resetsandqueriesthe handlerthroughthe command
connection.

Dependingnhow thehandleris written, thesynthesized
parametersnay be sentperiodically (“push” model) or in
responséo aqueryfrom theclient (“pull” model).

2.2 User-De ned Handlers

magnetd supportsa plug-in architecturehat makesit
very easyfor developersto write handlersto suit their ap-
plication without recompilingmagnetd . The objectcode
for a handleris containedin a dynamicallylinked library.
Figure2 shows a simplehandlerthat countsthe numberof
eventsthatmatchits Iters.

Handlers are required to implement ve functions:
create ,destroy , process ,query andhelp . Each
handlerfunctionis expectedto returnzeroon succes®r a
non-zeroerror codeon failure. All of the functionsexcept
process arecalledin responsdéo a commandfrom the
client, sotheerrorcodeis propagatedackto theclient. Er-
rorsin theprocess functionareloggedto theconsoleand
magnetd stopsthehandlerto preventfurthererrors.

Thecreate functionperformsinitialization, including
allocatingstoragefor the handlers internalstate.Although
the exampledoesnot shaw it, Iters canbe addedwithin

create ,if appropriateNewly createchandlersareplaced
in a “stopped” stateand must be activatedby a separate
“start” requestfrom the client. Whena clientis nished
with a handler it sendsa “destroy” requestwhich results
in thehandlersdestroy functionbeingcalledto perform
appropriateclean-upactuities, including deallocatingthe
internalstate.

The process function analyzes,stores, or streams
events as appropriate. Updatesto the handlers internal
statealsooccurin process . Filters ensurethat records
received by the handleronly containrelevantevents. Han-
dlersshouldbe designedo minimizethe executiontime of
the process functionto minimize perturbingthe quanti-
ties being measured. In the example, the countis incre-
mentedfor eacheventreceved.

In responséo “query” requestgrom clients,thequery
functionpreparesstringre ecting thevaluesof theparam-
eterscomputeddy thehandler In theexample theresponse
stringreportghenumberof eventsthatthehandlethasseen.
For more detailsabouthandlers seethe documentatiorat
http://www.lanl.gov/ radiant/

3 Performance

The procesf monitoringa computatiorhasthe poten-
tial to perturbthe very parameterdeingmeasured.If the
effectsof theperturbatioraresmallenoughthey cansafely
be ignored. In this section,we boundthe effects of using
MUSE to monitor parallelscienti c computationgrom the
NAS ParallelBenchmarlksuite.

The two metricswe considerarethe reductionin CPU
cyclesavailable dueto the increasedoad causedby mon-
itoring andthe lateng betweenwhenan eventoccursand
when the monitoring applicationreceves the event. The
formeris importantsincefewer CPU cyclestranslatesnto
slower executionof applicationson the host. The latteris
importantfor on-linemonitoringpurposesincestaleinfor-
mationmakesgooddecisiondif cult.

3.1 Load Increase

We usethe NAS Parallel Benchmarksuite version2.2
IS ClassA kernel[16] asthe workload. The IS kernelis
a distributed bucket sort algorithmin which eachproces-
sor sendsthe keys which fall in its rangeto all the other
processors.BecausdS communicatehieaily, magnetd
mustprocess large numberof network events. The CPU
cycles usedby magnetd are unavailable for computing
and hencereducethe operationsper secondreportedby
the benchmark. Each soclet sendof  bytes generates

eventswhenMAGNET is con guredto
monitor throughoutthe network stack? We also test the
casewhereonly socket sendand receve calls are moni-
tored.

20Oneeventcomesfrom the soclet call itself. Threeadditionalevents
occurfor eachfragmentthat traversesthe network stack. Because.inux
malesuseof TCP options,the maximumfragmentsizeis 1448bytes.
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Figure 3. MOps vs. Number of Handler s

The test equipmentconsistsof two identical machines
with dual 933MHz Pentiumlll processorand512MB of

RAM connectedy MPICH runningover GigabitEthernet.
Five con gurationsarepresentedThe rst or baselineruns
stock Linux 2.4.18kernels. The secondruns MAGNET-
ized2.4.18kernelswith magnetd executingon the moni-
toring hostwithout handlers. The nal threetestsarethe
sameas the secondbut with one, two and four handlers
which countthe numberof eventsseen.The Iters arecon-
gured to acceptarny network event.

Thenumberof IS kerneloperationgpersecondasafunc-
tion of thenumberof handlerds presentedor bothunipro-
cessorand SMP kernelsin Figure3. In all casesthe 95%
con denceintenvalsarelessthan 0.03%.

First, we note that the performanceof the stockkernel
on multiple processorss nearly0.5%lower thanthe stock
kernelon a singleprocessodueto locking overhead Next,
thenumberof IS kerneloperationgperseconds reducedy
only 1.3-1.4%n the SMP con gurationwith 1-4handlers.
The gradualincreasein overheadindicatesthat SMP sys-
temsarenot sensitve to the numberof handlersThereis a
higherimpacton uniprocessosystemshowever. The per
formanceis reducedby 7.2—24.7%whenmagnetd com-
peteswith theapplicationfor processocycles.

Dueto thefactthatthe IS kernelcommunicatefeavily
and MAGNET is con gured to collect eventsthroughout
thenetworking stackin thesetests theresultsarerepresen-
tative of worst-casebehaior. The performancempactis
lessif MAGNET is con gured to only collect the events
needed.For example,if we collectonly soclet events,the
rateat which monitoredeventsoccuris reducecby 24.6%.
Theoverheads alsoreducedy asimilaramount.Although
the overheads still 19.8%for a singleprocessarscienti ¢
applicationswith abalancedcomputeto communicationa-
tio will seelessoverhead.

Clearly, excessprocessingapacitymustexist for theef-
fect of monitoringto be negligible. This is not surprising
since extensve monitoring doesperturbthe system. The
effect can be minimized by con guring MAGNET to ex-
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Figure 4. Latency Between MAGNET and
magnetd with Sleeping on Idle

portonly the eventsnecessaryor handlergo performtheir
computationgndby runningmultiple processors.

3.2 Data Path Latency

We now turnour attentionto measuringhelateng/ from
whenaneventoccursuntil thetime anapplicationreceves
it. Therearefour componentso thelateng. The rst is the
time it takesMAGNET to registerthe event. The seconds
thetimeit takesmagnetd to receve aneventrecordfrom
MAGNET.Thethird is thetimeit takesa handlerto receive
an eventrecordfrom magnetd . The fourth is thetime it
takesto transmitresultsfrom the handlerto theapplication.

It takes MAGNET an averageof 371ns to registeran
event on the testhosts. The next two componentof la-
teng dependupon the performanceof magnetd , while
thefourthis independentWe quantifymagnetd 's perfor
manceby comparingthe timestampwhenan eventrecord
arriveswith thetimestampwhenit wassent.

In the resultsthat follow, the monitoring applicationis
run onthesamehostasmagnetd . Component®f thedis-
tributedapplicationuseeitherFastEthernetor GigabitEth-
ernetto communicate Theresultsarefor runswhich used
FastEthernetexceptwherenoted.

Figure 4 shows the time it takesfor magnetd to see
aneventexportedby MAGNET. Thelateng repeatediyde-
creasedo near zero indicating that magnetd processes
events faster than they are generated. The lateny is
the smallestfor the last event to arrive before magnetd
sleepsandgreatesfor eventswhich arrive immediatelyaf-
termagnetd goesto sleep.Thelinearshapeof the curves
con rms that magnetd removes eventsfrom the kernel
buffer in FIFO order

The average latenyy from MAGNET to magnetd
is 4.01ms. Since a timeslice under Linux is 10ms2
magnetd is operatingat 40% capacityin this test. Con-

3Thespacingoetweerlinesin Figure4 correspondso atimeslice.
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guring magnetd to poll for new eventscontinuouslyre-
ducesheaveragdateng/ to 38 satthecostof greateiCPU
load.

We note that the latencies between MAGNET and
magnetd arehigherfor GigabitEthernethanfor FastEth-
ernet(4.98msvs. 4.01ms). This is causedy interruptco-
alescingwhich increaseshe averagelateng substantially
The averagelateny from magnetd to a handleris also
higherfor GigabitEthernethanfor FastEtherne{(1.273ms
vs.0.248ms). The causds still unknawn.

In summary the biggestcauseof lateng is the process
schedulerTheaveragdateng is lessthan5 msevenfor Gi-
gabit Ethernetwith interruptcoalescing.Thus,the latengy
shouldbe acceptablgor mary monitoring tasks, particu-
larly in computationabrids, whereround-triptimesareon
theorderof 100ms.

4 Handler Validation

The bandwidthhandlersuppliedwith MUSE computes
the averagebandwidthover thelast  soclet sendevents.
In this sectionwe shaw thatanaccuratebandwidthcanin-
deedbe computedin a handlerfrom an event stream. We
validatethe handlerby comparingts resultswith theresults
obtainedthroughindependentneans.

Asa rst check,wemonitoranFTPapplicationtransfer
ringa467MB le from ftp.debian.og andcomparethe av-
erageransferatereportedoy FTPwith theoverall average
computedby the bandwidthhandler FTP reportsan aver
agetransferrateof 3.947Mbps,whereMbps= bits per
second.The bandwidthhandlerreportsan averagetransfer
rateof 3.946Mbps,a differenceof 0.025%.Figure5 shows
the“instantaneoustransferate, windowedover
events,alongwith the two averagerates. Timeswhenthe
network wascongestedreclearlyvisible.

Thenext checkis alsoperformedbetweerthe sametwo
hostsas in Section3. First, a netperf  connectionis
startedandallowedto reachstreamingstate.Next, another
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Figure 6. Bandwidth Handler for Two netperf
Connections

netperf  connectionis started14.33s afterthe rst con-
nection. Five seconddater, the secondnetperf s ter

minated. Figure 6 shavs the computedbandwidthas a
function of time. The startingandendingtimesof the sec-
ond connectionare delimitedby vertical lines. The gure

clearlyshavsthatthebandwidthof the rst connectiorfalls
off exponentially as the secondconnectiongoesthrough
slow start. After aboutonethird of a secondpoth connec-
tions reachsteadystateoncemore. Finally, the bandwidth
of the rst connectiorincreasesftertheseconctonnection
hasterminateduntil it reachestreamingstateagain. (The
slight curvaturein the line during linear increasecomes
from computingthe averageoverthelast events.)

5 Applications of MUSE

MUSE providesmary bene ts to the parallel and dis-
tributedcomputingcommunity Its overheads low enough
thatit canbe usedon-line for mary taskswhich usedto be
doneoff-line. This ability hasmary practicalapplications,
someof whichwe discussn this section.

5.1 EventVisualizationin Distrib uted Systems

Distributed systems by nature,are very complex with
plenty of opportunitiesfor subtle bugs and performance
problems.Theability to visualizethe executionhistoryof a
distributedapplicationcould potentiallysave largeamounts
of time and speedup the developmentand deployment of
suchapplications.Although MUSE doesnot containtools
for visualization,it can easily sene as an datasourcefor
existing tools.

As a proof of concept,we have developeda translator
from MAGNET event recordsto the UniversalLog Mes-
sage(ULM) format usedby the NetLoggertoolkit [9, 19,
20]. This allows oneto usethe NetLoggerVisualization
tool (NLV) to view aneventstreangraphically Thetransla-



Figure 7. Visualizing the Transfer of a Packet in FTP

tor establishes connectiorwith magnetd , requestsome
subsetof the event records,translategshemto ULM for-
mat and appendsthem onto the end of a log le. NLV
watchesthe tail of the le andupdateshe displayasnew
eventsappear Also as a proof of concept,we have de-
velopeda translatorfrom MAGNET event recordsto the
format expectedby GScope[8], an open-sourcesoftware
oscilloscopdibrary.

Bulk datatransfersyia FTP or someotherprotocol,are
an importantoperationin grid computing. In this test, a
monitoring applicationconnectdo magnetd onthe FTP
sener nodeusing TCP/IP It alsoconnectsyia TCP/IR to
magnetd on the FTP client node. Eventsare collected
from the MAGNET daemonson both nodes,collatedand
displayed.

Figure7 shavs a GScopescreercaptureof aseggmentof

a FTP transferwith MUSE monitoringboth the client and
thesener. The rst threedatapointsshav the sener send-
ing a packet down the network stackandout onto the net-
work. The secondhreedatapointsshavs the samepaclet
climbing up the network stackonthe client. Of theremain-
ing four points,the rst threeshav an TCP acknavledg-
mentbeing sentbackto the sener, while the fourth point
shavsthesocletontheclientreceving the pacletthatwas
sent.

From the gure, we can seethat the paclet traveled
down the sener's network stackat nearly constantspeed,
i.e., eachlayertook similar amountsof time to procesghe
paclet. On the client side, however, the paclet satin a
bufferin thedevicedriveruntil thelP layerwasreadyfor it.
ThelP layer, onthe otherhand,passedhe pacletonto the
TCP layer fairly quickly. Finally, a signi cant amountof
time passedeforethe client actuallyreadthe paclet from
thesoclet.

With justashortlook atthegraphwe areableto tell alot
aboutthebehaior of theFTPtransfer We werealsoableto
identify two placeswheretime is potentiallybeingwasted
andwherethetransfermightbe spedup.

5.2 Distrib uted Application Monitoring

Oneof thebig challengesn developinga distributedap-
plicationis acquiringinsightinto the operationof the appli-
cationin orderto dehug, tune,monitoror controltheappli-
cation. Several frameworks, suchasNetLogger[9, 19,20],
Autopilot [14,15], Remod2, 3] andCODE[17], have been
proposedvhich accomplisithesegoals.

Eachof theseframevorkshassomemechanismcalleda
sensoy for acquiringinformationabouta distributed com-
putation. Some, like NetLogger require the application
to be modi ed or relinked in orderto collectinformation.
Someobtain information aboutthe behaior of the oper
ating systemthroughdaemonssuchasrstatd , through
the /proc  le system[12, 18], through SNMP [2, 3],
through active probing [2, 3] or through CPU hardware
counterd4,11].

MUSE is anotherway for theseframewnorks to obtain
information. It makesavailable,in a corvenientform, the
wealthof extremelydetailedinformationwhich MAGNET
exports. It addsvaluebecausét providesinformationthat
thetypesof sensorgliscussedbove do not andbecauset
can lter andsynthesizespeci c informationneededy the
framavork. Furthermore MUSE is able, through MAG-
NET, to export internal operatingsystemvariableswhich
areimportantto understandhe behaior of the system.

As describedin Section5.1, we have implementeda
translatofrom MAGNET eventrecordsto ULM formatso
MAGNET eventscanbeusedin the NetLoggerframenork.
We areworking with the University of Illinois to integrate
MUSE into the Autopilot framework.

5.3 Adaptive Applications

Adaptive applicationsare aware of the ernvironmentin
which they executeand canadaptto changingconditions.
Within the context of MUSE, anadaptve applicationenters
into a dialogwith magnetd to receve pertinentinforma-
tion aboutthe currentstateof the system.



Going backto the distributed visualizationexamplein
Section1, MUSE provides accuratebandwidthmeasure-
mentsthatthe renderercanuseto reducethe framerate or
increasehe compressiomatio of thedata.

We notethatthetwo validationexperimentsn Section4
area rst-order modelsof a distributedvisualizationappli-
cationin which the network suffers congestion.Thus,Fig-
ure 6 is a graphof the bandwidthmeasurementshich the
renderemwould useto decidewhat the framerate or com-
pressiorratio shouldbe.

6 RelatedWork

Asdiscussee@arlier therearequiteafew frameworksfor
dehugging, tuning, monitoring and controlling distributed
applications SomeexamplesareNetLogger9,19,20], Au-
topilot [14,15], Remog2, 3] andCODE[17] Eachof these
hasatleastonewayto obtaintheinformationthey actupon.
For example,Autopilot obtainsinformationby manuallyor
automaticallyinstrumentingthe object code. Othertools,
suchasSupermor{12,18] andClusterPerformancevoni-
tor [1], collectoperatingsystemperformanceby exporting
datathroughthe/proc  le systemor by sendingthe data
to acentralizednonitorvia the network.

Another distributed monitoring framewvork which de-
senes special mention is the Network Weather Service
(NWS) [13,21,22]. It is a distributed monitoring system
which periodicallysamplesietwork bandwidthandlateng,
CPU utilization and available non-pagedmemory It in-
cludestheability to forecastresourcevailability.

MUSE, throughMAGNET instrumentationprovidesa
different setof information than the sensordn the above
tools. Theinformationit providesis complementarySince
multiple setsof sensoramay give a more completeview
of the behavior of a distributedsystem,we intendto make
MUSE compatiblewith thoseframeworks.

Anothertool for ne-grainedmonitoringof applications
is pfmon [4]. It is an|A-64/Linux-speci c tool for CPU
performancemonitoring on Intel Itanium and Itanium Il
processorsLike MUSE, it provides ne-grainedinforma-
tion without requiring applicationsto be modi ed or re-
linked. Also like MUSE, pfmon requiressupportto be
compiledinto thekernel. Unlike MUSE, the applicationto
be monitoredmustbe startedfrom within pfmon . Further
more,thereareno provisionsfor pfmon to exporteventsto
remotehosts.

Finally, thetool mostlike MAGNET-MUSEis theLinux
TraceToolkit (LTT) [23]. Bothtoolsoriginatedataboutthe
sametime but with differentinitial purposesQOvertime,the
tools have evolved until now they are remarkablysimilar.
Theemphasisn LTT hasbeenbreadthof instrumentation,
while the emphasisn MAGNET-MUSE hasbeendepth.
Both LTT andMAGNET-MUSEhave low overheadbut it
appearghat MAGNET-MUSEis moreef cient in certain
circumstance$. Unlike MUSE, LTT hasits own graphi-

4Theoverheador LTT is reportedio be (Figure3, con gura-

cal eventvisualizationtool. Merging the two open-source
projectswould leveragethe strengthsof eachtool.

7 FutureWork

MUSE is avery new tool andassuchhasplentyof room
to grow. Oneareaof futurework is thedevelopmenbf han-
dlersfor magnetd . Somehandlerswill begenerakenough
thatthey canbeusedn mary differentmonitoringdomains.
For example, a handlerwhich utilizes CPU performance
monitoring hardware, like pfmon does,shouldbe devel-
oped. Most handlershawever, will likely bevery applica-
tion speci c andhencewill probablybe written alongwith
theapplicationwhich usesthem.

Sofar, all the handlershave beendesignedo “pull” the
datathey require. For sometasks,it would be muchmore
naturalfor magnetd to “push” the datato the application.
Early in the life of magnetd , code existedto pushdata
to NLV for display In implementingthe currenthandler
mechanismthat codewas removed. The codeshouldbe
addedbackandanexampleof a push-stylehandlerwritten.

Oneareawhich we have not addresseds security Al-
though the information exported from kernel spaceby
MAGNET hasno obvioussecurityissueghatwe areaware
of, therearelikely to be several subtleones.Unauthorized
usersshould be preventedfrom accessinghe MAGNET
eventstream.Right now, however, ary useron the system
canreadthe MAGNET device le. Thisproblemcaneasily
be solvedby creatinga “MA GNET” useror groupandap-
propriatelysetting le permission®@ntheMAGNET device
le usedby magnetd to readeventsfrom thekernel.

Anotherway MUSE couldbemoresecuras by authenti-
catingclientsbeforerespondingo requestsA Kerberosor
PKI systenfor authenticatiorrouldbeaddedo magnetd .
In certain contexts, suchas when MUSE is usedwithin
a framawork which providesauthenticatiorin the middle-
ware,MUSE couldrely on the securitymechanism®f the
framework.

We are collaboratingwith colleaguesto develop the
adaptve distributed visualizationapplicationalludedto in
Section5.3. Accordingto the currentdesign theresolution
of theframesgeneratedby therendereis adjustechasedn
theavailablebandwidth.

We have receiredfeedbackwhich suggestshatit is im-
practical for someusersto install MAGNET in orderto
useMUSE. Assumingthat this would be the case,we are
nearingcompletionof a userspacesolution for monitor
ing applicationswithout installing a MAGNET-ized ker-
nel. Thistool will becomepart of the MUSE toolkit. The
MUSE and MAGNET toolkits are available from http:
/ivww.lanl.gov/radiant/software.html .

tion 6 of [23]) while theoverheadbf MAGNET aloneis [6] under
assimilar conditionsaswe have tested.On SMPmachinestheworst-case
overheadof MAGNET-MUSEis , While theworst-caseoverhead
is onuniprocessomachines.



8 Conclusion

MUSE is a tool for applicationsto obtain information
aboutthe hostson which they executewithout the needto
know the gory detailsof MAGNET. For mary usesi,it has
sufciently low overheadasto ensurevery little perturba-
tion of thephenomenheingmeasuredWe have shavn that
MUSE causedessthana0.8%reductionin performancef
theNAS IS benchmarkf sufcient computingcapacityex-
ists.

Thanksto the ne level of detail provided by MAG-
NET, MUSE can synthesizenformation from MAGNET
exportedeventswith greataccurag. We have shavn that
the handlerwhich synthesizedandwidthfrom soclket send
eventswas within 0.025% of the bandwidthreportedby
FTP. By selectvely processinglAGNET events, MUSE
cantailor thelevel of detailfor ary task.

Finally, we gave examplesof several ways in which
onecanuse MUSE. The rst wasto visualizethe events
of a distributed application using NetLoggers NLV or
GScope. The secondillustrated haow MUSE could pro-
vide the eventsneededby computingclusterand compu-
tational grid monitoring frameworks suchas CODE [17],
NetLogger]9, 19,20] or Autopilot [14,15]. Thelastexam-
ple shoved how an applicationcantake advantageof the
informationprovidedby MUSE to becomeadaptable.
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